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Introduction 
Running Microsoft Windows XP Service Pack 2 and later with some ReadSoft products prevents the 
ReadSoft products, or products with which they are integrated, from working properly. The same 
problems may be encountered with Windows Vista, Windows 7, and other recent operating systems.  
This document contains information about what functionality is affected and how to remedy the problems. 
The products that are affected include: 

• DOCUMENTS (CLASSIFY and INDEX) 

• FORMS 

• INVOICES 

• EZ-OUT 

• EMAIL 

• Oracle database server (used with INVOICES; see page 8) 
The primary reason why these operating systems interfere with ReadSoft products is that their built-in 
firewall turns off almost all inbound TCP/IP and UDP/IP ports, which prevents other computers from 
initiating a connection. 

Solutions include enabling the appropriate ports, allowing specific programs to use any inbound port, or 
completely disabling the firewall. This document explains how to do these things. 

Servers vs. clients 
Depending on what role a computer has, different ports must be opened. In general, computers that act 
as a client only do not require ports to be opened. Computers that act as servers need ports to be 
opened. See “Which ports to activate” on page 11 for a list of which ports need to be open on which 
computers. 

How to enable the TCP/IP and UDP/IP ports 
Procedures for enabling ports are identical for TCP/IP and UDP/IP ports. There are several techniques 
that can be used: 

• Specifying each individual port to be open. See “Opening a specific port” below. You can only do this 
if you know which ports should be used. ReadSoft will update “Which ports to activate” on page 11  
as they are discovered. 
There are two variations of this: 

a) Allowing communication from the current subnet. This means that computers on the local network 
can communicate with the computer. This only works if all the computers are on the same subnet. 

b) Specifying which computers are to be considered secure for given ports. You can do this if you 
know the exact IP address of the communicating computers. If the installation uses DHCP, you 
cannot use this technique. 

• Allowing specific programs to use any inbound port. You specify which EXE files are permitted to use 
ports. This is the solution for the Oracle database server. 
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• Turning off the firewall. This is the easiest way to make things work. However, this might be seen as a 
potential danger if the computer is connected to the Internet and not properly patched. ReadSoft 
does not recommend completely disabling the firewall. 

The ports used by ReadSoft products generally use TCP, but other products may use UDP ports. You 
can separate TCP from UDP ports, if needed. 

Accessing the Windows Firewall dialog 
All of the procedures mentioned above require that you open the Windows Firewall dialog, which is part 
of the new Security Center in Windows XP. The Security Center lets you control several security aspects 
of the computer, including ports and the Windows Firewall.  
To change the port settings, you must have the appropriate access rights on the computer where you 
plan to change the settings. (This usually means that you must belong to the local administrator group on 
the computer.) 
1. Start the Control Panel and double-click the Security Center icon: 
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2. Click Windows Firewall: 

 

The Windows Firewall dialog is displayed. 

Opening a specific port 
1. In the Windows Firewall dialog, click the Exceptions tab: 
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2. Click the Add Port button. 
3. Specify the port number and a human readable name for the port. (See “Which ports to activate” on 

page 11.) 

 

4. To specify one or more computers that can communicate with the local computer, click Change 
scope. 

 

Then specify that all computers on the local subnet are allowed to communicate, or specify which 
computers are allowed.  

 Note: The Custom list option only works in an environment that uses static IP addresses. If 
DHCP is used, this option does not work properly. 
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Allowing specific programs to use any inbound port 
The Oracle database server software uses several different ports, depending on what type and version of 
Oracle database is in use and what accessory products are installed. This means that you must allow two 
programs, oracle.exe and TNSLSNR.EXE, to use any inbound port rather than specific ports. You may 
find this technique useful for other cases, as well.  

 Note: Many Oracle installations use other operating systems than Windows XP, Windows Vista, or 
Windows 7 and are therefore not affected. 

Use this procedure: 
1. In the Windows Firewall dialog, click the Exceptions tab: 
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2. Click the Add Program button. You will see a dialog similar to this one: 

 

3. Click the Browse button and select oracle.exe (e.g. C:\oracle\ora92\bin\oracle.exe.) from the 
installation directory.  

4. Repeat the previous step for TNSLSNR.EXE, which is in the same folder as oracle.exe. 
5. Ensure that the oracle.exe and TNSLSNR.EXE are enabled. (A system administrator might need to 

consider other requirements necessary for a particular setup, such as enabling Remote Desktop for 
clients.) 
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Turning off the firewall 
Use this procedure to turn of the firewall and activate all ports. After you do this, any computer can 
contact this computer on any port that has a program listening on it. (If no program is using a port, no one 
can use that port from the outside.) 

 Warning: This is not recommended. 

1. Start the Control Panel and double-click the Security Center icon: 
2. Click Windows Firewall. 
3. On the General tab, click Off. 
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Which ports to activate 

Depending on what a computer is used for, different ports need to be opened. The list below shows which 
default ports to open, depending on the role. If default ports are not used, then you must open the ones 
that are used.  
Note that this list shows only the ports required by ReadSoft products. Other ports may need to be 
opened, depending on what else the computer is used for. 

Port Role Description 

23 FLEXlm  server This port is used to communicate with FLEXlm  using Telnet, as the 
LMTOOLS and LMSTAT tools do. 

25 Microsoft Exchange Server, SMTP This port is used by EMAIL, which uses Microsoft Exchange, which 
accepts SMTP requests on this port. The computer that runs 
Microsoft Exchange must have this port open. EZ-OUT transmits 
email to this port. 

53 DNS, name resolution,  
and MX records 

The EMAIL uses Microsoft Exchange, which accepts DNS requests 
on this port. The computer that runs Microsoft Exchange must have 
this port open. EZ-OUT transmits email to this port, looking for mail 
servers. 

135 Microsoft SQL Server Used by RPC to establish connections. 

445 Microsoft SQL Server Used to communicate with SQL Server using named pipes. This 
applies only when running SQL Server Developer Edition or 
Evaluation Edition. A production SQL Server uses Windows 2000 
Server or Windows 2003 Server. 

744 FLEXlm  server Used to communicate with FLEXlm. 

1090 EHLM.EXE ReadSoft FLEXlm  agent.* 

1467 RDM Server database (FORMS 5-2 and 
earlier only) 

CSDMBASE support (network management). 

1530-1540 RDM Server database (FORMS 5-2 and 
earlier only) 

Default port range used to communicate with Birdstep RDM Server 
database. All ports in the 1530-1540 range must be enabled. 

27000 LMGRD.EXE FLEXlm  server daemon.* 

* If you are using the Windows Internet firewall, you 
must edit your license.dat file, specifying the 
TCP/IP port number that the daemon uses. Here is an 
example of how to change the SERVER and 
VENDOR lines in license.dat to specify ports 27000 
and 1090. The example is from a FORMS license file 
with a dongle number. 

Before: 
SERVER     Change_This  RS_Dongle=23123 
VENDOR   EHLM 

After: 
SERVER  Change_This RS_Dongle=23123 27000 
VENDOR  EHLM port=1090 
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Data Execution Prevention causes benevolent applications to fail 
Data Execution Prevention (DEP) is a mechanism that protects computers from malicious code. 
Unfortunately it also sometimes causes benevolent applications to fail. DEP requires CPU support to 
work in hardware mode. Only the latest CPUs have support for hardware DEP. If a computer has DEP 
support, installing Windows XP Service Pack 2 or later turns it on.  
Two incidents involving ReadSoft products and DEP have been reported: 

• The installation program for Adobe Acrobat Reader, the AdobeDownloadManager application, gets 
a DEP exception and is stopped. (This 
behavior was noted in earlier versions. 
Adobe has released several updates, which 
have hopefully corrected this problem.) 

• The LMTOOLS application used to 
administer FLEXlm gets a DEP exception 
when you click the System Settings tab. 

Enabling programs you trust to 
execute without DEP 

1. Start the Control Panel and double-click the 
System icon. 

2. On the Advanced tab, click Settings in the 
Performance box.  

3. On the Data Execution Prevention tab, 
select the programs that have been stopped 
by DEP to allow them to run without it. 
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A security warning is displayed when you try to install FORMS 
When installing certain programs (for example FORMS), you get a security warning claiming that “The 
publisher could not be verified.” You are asked if you want to run the program or not (see below). All 
ReadSoft programs can be run safely, so click Run to start the installation program. 

 

Using security logging to trace problems 
The Windows Firewall allows you to log all attempts to communication with the computer. This can be 
useful to track down problems related to closed ports. Use this procedure to enable logging:  
1. Start the Control Panel and double-click the Security Center icon. 
2. Click Windows Firewall. 
3. Click the Advanced tab. 

4. Click the Settings button in the Security Logging box. 
5. In the Log Settings dialog, enable the logging options and, if desired, change the location of the log 

file. (If a solution includes a large number of clients, it may be an advantage to specify a logging 
location on a central server.) 
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