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Preface

This guide includes the information you need to successfully install the Kofax Mobile ID Verification and
Facial Recognition components for your mobile project.

Related documentation
In addition to this guide, refer to the following documentation:
• Kofax TotalAgility Administrator's Guide: Contains essential information about installing and configuring

Kofax TotalAgility.
• Kofax Mobile SDK Developer's Guide: Contains essential information about installing and configuring

the Kofax Mobile SDK.
• Kofax Mobile ID Extracted Field Tables: This is an HTML document with a complete listing of all

currently supported ID fields by region and by country.

Training
Kofax offers both classroom and computer-based training that will help you make the most of your Kofax
Capture solution. Visit the Kofax website at www.kofax.com for complete details about the available
training options and schedules.

Getting Help for Kofax Products
Kofax regularly updates the Kofax Support site with the latest information about Kofax products.

To access some resources, you must have a valid Support Agreement with an authorized Kofax Reseller/
Partner or with Kofax directly.

Use the tools that Kofax provides for researching and identifying issues. For example, use the Kofax
Support site to search for answers about messages, keywords, and product issues. To access the Kofax
Support page, go to www.kofax.com/support.

The Kofax Support page provides:
• Product information and release news

Click a product family, select a product, and select a version number.
• Downloadable product documentation

Click a product family, select a product, and click Documentation.
• Access to product knowledge bases
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Click Knowledge Base.
• Access to the Kofax Customer Portal (for eligible customers)

Click Account Management and log in.
To optimize your use of the portal, go to the Kofax Customer Portal login page and click the link to
open the Guide to the Kofax Support Portal. This guide describes how to access the support site, what
to do before contacting the support team, how to open a new case or view an open case, and what
information to collect before opening a case.

• Access to support tools
Click Tools and select the tool to use.

• Information about the support commitment for Kofax products
Click Support Details and select Kofax Support Commitment.

Use these tools to find answers to questions that you have, to learn about new functionality, and to
research possible solutions to current issues.

Product documentation
By default, the product documentation is available online. However, if necessary, you can also download
the documentation to use offline.

Default online documentation
The product documentation is available at the following location.

https://docshield.kofax.com/Portal/Products/en_US/KMC/3.4.0-o6num87075/KMID.htm

Configure offline documentation
To access the documentation offline, download KofaxMobileIDVerificationDocumentation_2.4.0_EN.zip
from the Kofax Fulfillment Site and extract it on a local drive available to your users.

The compressed file includes the print folder that contains all guides, such as the Installation Guide and
the Administrator's Guide.
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Chapter 1

Overview

Mobile ID Verification
The Mobile ID Verification product provides functionality that analyzes identification documents including
ID Cards, Driver Licenses, and Residence Permits to determine if those documents are valid and
authentic. ID Verification is comprised of the following components:
• Database Server
• Connect Application Server
• Verification Application Server
• ID Rectification Server
• Tamper Server (Optional)

Database Server
The product requires Microsoft SQL Server 2014 or later to store data used during analysis.

Connect Application Server
This Windows-based server is responsible for saving verification transaction data in the database.

Verification Application Server
This Windows-based server is the entry-point of the verification process. It handles orchestrating
communications between the other various components.

ID Rectification Server
This Linux-based server performs basic image analysis and verifies the document as authentic.

Tamper Server (Optional)
This Linux-based server performs advanced image analysis and tamper detection checks to ensure the
document and captured image have not been altered or tampered with in any way. The Tamper server
performs a variety of checks with configurable thresholds that can be adjusted based on your verification
requirements.
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Mobile ID Facial Recognition
The Mobile ID Facial Recognition product is a separately licensed add-on to the Mobile ID Verification
product. It provides functionality that analyzes a live-captured selfie photo in concert with the Mobile ID
Verification product to confirm that the live user matches the photograph of the identification document.
Facial Recognition is comprised of the following additional components:

Facial Recognition Server
This Linux-based server performs the analysis of the live-captured photo comparing it with the analysis
done by the Mobile ID Verification product
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Chapter 2

Installing the Mobile ID Verification and Facial
Recognition Components

System Requirements

Server Hardware Requirements

Rectification server
Red Hat Enterprise Linux 7.5 64-Bit with:
• 4 Cores, Intel(R) Xeon(R) CPU @ 2.40GHz
• 8 GB RAM, 50 GB HDD

Facial recognition server
Red Hat Enterprise Linux 7.5 64-Bit with:
• 4 Cores, Intel(R) Xeon(R) CPU @ 2.40GHz
• 8 GB RAM, 50 GB HDD

Tamper server
Red Hat Enterprise Linux 7.5 64-Bit with:
• 4 Cores, Intel(R) Xeon(R) CPU @ 2.40GHz
• Tesla K80 GPU 12GB VRAM
• 8 GB RAM, 50 GB HDD

Connect server
Windows Server 2012 R2 or higher
• 4-core CPU minimum
• 8 GB RAM minimum
• 100 GB disk storage minimum

Application server
Windows Server 2012 R2 or higher
• 4-core CPU minimum
• 8 GB RAM minimum
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• 100 GB disk storage minimum

Minimum Software Requirements

Database server
Microsoft SQL Server 2014 or higher (with mixed mode authentication enabled)

Connect and Verification Application Servers
• Microsoft .NET 4.6.2
• Microsoft IIS with ASP.NET

• Including IIS Hostable Web Core

Prerequisites
Before installing the product, ensure the following prerequisites are met.

Connect and Verification Application Servers
• Install the Microsoft .NET Framework 4.6.2.
• Install the Microsoft Visual C++ 2013 (x86) Redistributable
• Install the Microsoft Visual C++ 2013 (x64) Redistributable
• HTTPS certificates are available in Server Certificates in the IIS Manager.

Note Reboot the server after installation of any missing prerequisites.

Rectification, Tamper, and Facial Recognition Servers
Each of these servers shares a common set of prerequisites. Note that the Tamper server is optional, and
that the Facial Recognition server requires additional licensing. In order to get started, you will need a
non-root user with sudo access configured on the server. These steps assume you are logged in as that
user.

1. Connect to the server via SSH as a user who has sudo privileges.

2. You must have an active Red Hat subscription before beginning the installation. If you don't have
one, you can register for one at https://developers.redhat.com. If your Red Hat Enterprise
Linux servers are not already registered with a Red Hat subscription, use the following command to
register, entering your password at the prompt:

$ sudo subscription-manager register --username <USERNAME> --auto-attach

3. Copy the contents of the <Linux Installer> on the installation media into a specific folder (such as /
tmp/KofaxMobileIDVerification), and then navigate to the same folder in a terminal window.

4. Execute the step1.sh script to install the prerequisites.
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$ sudo chmod +x step1.sh
$ sudo bash -c "bash step1.sh | tee step1.log"

5. Reboot the server. You can do this from the terminal by running the following command:

$ sudo reboot
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Chapter 3

Deployment Diagrams

The following diagrams show basic and multiple instance setup configurations.

Basic Setup Diagram

12



Kofax Mobile ID Verification Kofax Mobile ID Capture - ID Verification Installation Guide

Multiple instance setup with load balancer
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Chapter 4

Installation

Installation proceeds in the following order.

Server OS Comments

Rectification Server Linux Required. Performs basic image analysis and verifies the
document as authentic.

Tamper Server Linux Optional. Performs advanced image analysis to detect
tampered physical and digital documents.

Facial Recognition Server Linux Optional. Analyzes live-captured photos of the user and
compares them to a previously verified document. This
functionality requires an additional license.

Connect Application Server Windows Required. Saves verification transaction data in the
database.

Verification Application Server Windows Required. Coordinates document verification across the
component systems.

Note If you receive a message during installation that an unsupported version of Red Hat Enterprise
Linux was detected, contact Kofax Support for assistance.

Collect environment information
Before you begin the installation, gather the following information as you will use it during the installation
and configuration of various components.
• Database server hostname and instance name.
• Database server username and password.

• This user needs permission to create new databases.
• Hostnames or IP addresses of each server in your environment.
• Certificates used for HTTPS communication.

Rectification Server
1. Connect to your server using SSH and navigate to the folder containing the Linux installation files.

2. Execute the following commands to install the Rectification server.

$ sudo chmod +x step2.sh
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$ sudo bash -c "bash step2.sh rectification | tee rectification_install.log"

Note This step may take several minutes. The message "Installation Complete" will be displayed
when the installation is finished.

3. Reboot the server. You can do this from the terminal by running the following command:

$ sudo reboot

4. After rebooting, check for successful installation by navigating to the URL in a browser (http://
<hostname>:8105/IDRectificationService/getVersion).
Output example:

IDMetrics Rectification Service v2.2 ID1 - v9.2, ID2 - v0.7, ID3 - v0.27, ADP ID1/
ID3 - v9.62

5. Copy an ID image to the server, navigate to the folder containing the image in the terminal, and
execute the following command, replacing <your image name here> with the filename of the image:

$ (echo -n '{"image": "'; base64 <your image name here>; echo
 '","transactionId":"12345",
  "applicationId":
"Curl","type":"ID1"}') | curl -H "Content-Type: application/json" -d @-  http://
localhost:
  8105/IDRectificationService/1.0/rectifyImage

6. Verify that a response is returned.

7. Upload the image integrity settings to the Data Intelligence Service by doing the following:

a. Go to the folder containing the Linux installation files.

b. Execute the following command, replacing <hostname> with the host name of the server:
$ curl -H "Content-Type: application/json" -H "instanceType:imageIntegrity"
 -H "transactionId:abdcf1234" --data @properties2.json -X POST http://
<hostname>:8084/DataIntelligence/1.0/setConfiguration/

The output should indicate that the command executed successfully, as in this example:
{"transactionId":"abdcf1234"}

Tamper Server
1. Connect to your server using SSH and navigate to the folder containing the Linux installation files.

2. Execute the following commands to install the prerequisites for the tamper server.
$ sudo chmod +x step2.sh
$ sudo bash -c "bash step2.sh cuda | tee cuda_install.log"

Note This step may take several minutes. The message "Installation Complete" will be displayed
when the installation is finished.

15



Kofax Mobile ID Verification Kofax Mobile ID Capture - ID Verification Installation Guide

3. Execute the following commands to start the Tamper server installation, replacing <DataIntelligence
IP> with the IP of the Rectification server. (Do not type localhost, 127.0.0.1, or the prefix
http:// or https://):

$ sudo chmod +x step2.sh
$ sudo bash -c "bash step2.sh tamper <DataIntelligence IP>:8084 | tee
 tamper_install.log"        

Note This step may take several minutes. The message "Installation Complete" will be displayed
when the installation is finished.

4. Reboot the server. You can do this from the terminal by running the following command:

$ sudo reboot 

5. After rebooting, reconnect to the server using SSH as you did in Step 1.

6. Check installation by navigating to the following URL: http://<hostname>:80. You should see,
"ID ImageIntegrityService v3.11.0."

Facial Recognition Server
1. Connect to your server using SSH and navigate to the folder containing the Linux installation files.

2. Execute the following commands to install the Facial Recognition server.

$ sudo chmod +x step2.sh
$ sudo bash -c "bash step2.sh fr | tee fr_install.log" 

Note This step may take several minutes. The message "Installation Complete" will be displayed
when the installation is finished.

Connect Application Server
The required files are located in the provided WindowsInstaller folder.

1. Copy the contents of the WindowsInstaller folder to a folder on the server.

2. Run KofaxMobileIDVerificationConnectServer.exe from the folder above and follow the
on-screen instructions.

3. Launch PowerShell as the administrator, navigate to the destination folder specified during
installation, and execute the following commands. Enter "y" when prompted.

> Set-ExecutionPolicy Unrestricted

4. Run the following command:

> .\WorkFlow.ps1 Connect
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Note If the command continues to run for more than 10 minutes with no change in output, give
focus to the terminal window and press the spacebar or Enter.

5. Open IIS Manager to configure the bindings:

a. Click the assureid_connect site.

b. Right-click and select Edit Bindings…

c. Select the https binding and click Edit...

d. Select the appropriate SSL certificate from the dropdown list.

e. If you are installing both the Connect Application and Verification Application on the same
server, leave the port set to 8443. Otherwise, change it to 443.

6. Navigate to c:\inetpub\wwwroot\connect\ and open web.config. Find the <appSettings>
tag and insert another element under it: <add key="CustomerExperienceOptOut"
value="true"/>.

7. After saving the web.config file, right-click the web site, and select Restart under "Manage
Website".

8. Verify the installation was successful by browsing to https://<fully qualified
hostname>:<port>/AssureIDService/ping. The following should be returned (this may take
several minutes):

<?xml version="1.0"?>
<string xmlns="http://schemas.microsoft.com/2003/10/Serialization/">AssureID
 Connect Automated Document Authentication Service Acuant Inc. Copyright (c) 2016
 - All Rights Reserved Web engine V1.8.5 Document library V5.0.5780.36527 Current
 server time: 2017-05-12 23:38:28Z</string>

Verification Application Server
The required files are located in the provided WindowsInstaller folder.

1. Copy the contents of the WindowsInstaller folder to a folder on the server.

2. Run KofaxMobileIDVerificationAppServer.exe from the folder above and follow the on-
screen instructions.

3. Open the Windows Services console (services.msc) and verify that the ASP.NET State Service is
running and set to start automatically.

4. Open IIS Manager to configure the bindings:

a. Click the CatFishAir site.

b. Right-click and select Edit Bindings…

c. Click Add...

d. Change the binding type to "https" on port 443 and select the appropriate SSL certificate from
the dropdown list.
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e. Click OK.

f. Click Close.

g. Reboot the server.

5. Follow the steps below to confirm that the installation is successful:

a. Browse to the site https://<fully qualified hostname>. If a login screen appears, the
installation is successful. If you run into any errors, open the log file at the following location and
debug the errors.
C:\Temp\AuthenticId\
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Chapter 5

Upgrade

To upgrade Kofax Mobile ID Verification, do the following:
1. If a previous version of Kofax Mobile ID Verification and Kofax Mobile ID Facial Recognition is

installed, follow the uninstallation instructions from this guide included with the previous version. All
settings and transaction records are deleted.

2. Follow the steps in Installation to install the new version.
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Chapter 6

Uninstallation

Connect Application Server
The required files are located in the provided Uninstall folder.

1. Copy the files inside the Windows_UnInstallers folder to C:\Temp.

2. Copy the ConfigVals.xml file from the destination folder specified during installation to C:\Temp
and choose to replace the file in the destination.

3. Launch PowerShell as administrator, navigate to C:\Temp and execute the following commands.
Enter "y" when prompted.

> Set-ExecutionPolicy Unrestricted

4. Run the following command:

> .\UWorkFlow.ps1 Connect

Note If the command continues to run for more than 10 minutes with no change in output, give
focus to the terminal window and press the spacebar or Enter.

5. Run the KofaxMobileIDVerificationConnectServer.exe file used during installation and
follow instructions to remove the program.

6. To verify uninstallation was successful, check the following items.
• AssureIDConnect database does not exist on SQL Server
• The site assureid_connect does not exist on IIS Manager
• The folder C:\inetpub\wwwroot\connect does not exist

Verification Application Server
1. Run the KofaxMobileIDVerificationAppServer.exe file used during installation and follow

instructions to remove the program.

2. To verify uninstallation was successful, check the following items.
• The catfishairdb and catfishairutilities databases do not exist on SQL Server
• The site CatFishAir and its content do not exist in IIS Manager.
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Rectification, Tamper, and Facial Recognition Servers
The required file is located in the provided Uninstall folder.

1. Connect to your server using SSH.

2. Copy the file idmetrics-Uninstall.sh to the server.

3. Navigate to the location of the idmetrics-Uninstall.sh file and execute the following
command:

$  sudo sh idmetrics-Uninstall.sh

21



Chapter 7

Licenses

In order to fully license your Mobile ID Verification and Mobile ID Facial Recognition products, Kofax
requires some additional information about your system.

Gathering system information

Verification application servers
To license the Verification component, a DeploymentInfo.txt file needs to be generated from your
system and provided to Kofax. Follow these steps to generate the necessary information.

Note These steps only need to be performed once regardless of the number of Verification application
Servers installed.

1. Navigate to the Util folder inside the destination folder specified during the installation.

2. Run the LicUtility.exe file.

3. Browse to the Verification Application (e.g., https://<fully qualified hostname>).

Important This should be done in Chrome or Firefox.

4. You should see a login page. Enter "admin@authid.co" as the username.

5. Enter "Auth123" as the password and click Login.

6. Click Settings.

7. Click on the License Management tab.

8. Download the DeploymentInfo.txt file by clicking the Click here link.

9. Follow the steps in the Submitting the license package to Kofax section.

Facial Recognition Servers
Facial Recognition is a separately licensed product from Kofax. Please contact your sales representative
if you are unsure if you are entitled to use this feature . To license the Facial Recognition component, a
zlmhostid.txt file needs to be generated for each Facial Recognition server in your environment and
provided to Kofax.
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Follow these steps on each Facial Recognition server:

1. Connect to your server using SSH.

2. Navigate to the folder containing the Linux installation files. A zlmhostid.txt file should have been
generated after completion of the Facial Recognition server installation.

3. Copy the generated zlmhostid.txt file in preparation to send to Kofax.

Note If you are installing multiple Facial Recognition Servers, these steps need to be performed on each
Facial Recognition server in your environment. Name each output file differently to differentiate between
them (e.g., zlmhostid1.txt, zlmhostid2.txt).

Sending to Kofax
Once you have collected the DeploymentInfo.txt file and your zlmhostid.txt files (if applicable),
submit them to Kofax using the information provided in your order confirmation email.

Applying the licenses
After submitting your information to Kofax, you will receive one or more license files. These files need to
be applied to the system in order for it to function.

Verification application
To apply your Verification license, follow these steps:

1. Browse to the Verification application (e.g., https://<fully qualified hostname>)

2. Click the Settings button

3. Click the License Management tab.

4. Click the button next to" Upload file" and browse to the license.lic file you received.

5. Click Submit.

6. The "Status" text in the top right should change to "Ready". Your Verification server is now ready to
use.

Facial Recognition
Facial Recognition is a separately licensed product from Kofax. Please contact your sales representative if
you are unsure if you are entitled to use this feature.

To apply your Facial Recognition license(s), follow these steps on each Facial Recognition server.

1. Connect to your server using SSH.

2. Copy the ROC.lic file to the following folder: /opt/idmetrics/idverification/lic/.

3. Restart the Facial Recognition server.
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Note If you are installing multiple Facial Recognition Servers, these steps need to be performed on
each Facial Recognition server in your environment. The license files will be named according to the
originating zlmhostid.txt files that were submitted (e.g., zlmhostid1.txt will be ROC1.lic,
zlmhostid2.txt will be ROC2.lic, etc)
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Chapter 8

Logging

If you need to refer to logs for each server, check the following files.

Type Location

Rectification Server Log /opt/idmetrics/idrectification/logs/IDRectification.log

ID Authentication Service Log /opt/idmetrics/idauthentication/logs/IDAuthentication.log

Facial Recognition Server Log /opt/idmetrics/idverification/logs/VerificationService.log

Tamper Server Logs /opt/idmetrics/idimageintegrity/tamper/logs/
gunicorn_stdout.log

Application Server logs Temp\AuthenticId\CatFishAIR.txt
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